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Overview
The Enterprise Risk Register (ERM) is a module available in Riskware that allows a Risk Owner to
create, manage, review and report on risks. The ERM Register has an integrated workflow capability
that offers users the ability to approve, review and assign tasks to mitigate risks.
The University’s Risk Management process complies with AS ISO 31000:2018 and is in line with JCU
Risk and Compliance Management policies.
The risk management processes consist of a series of steps that, when undertaken in sequence, will
enable the user to identify, assess, control and manage potential impacts and opportunities. The
elements of the risk management process are presented in Figure 1.
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Figure 1 – Risk Management Process
Source: AS ISO 31000:2018

Under this approach, there are six key stages to the risk management process:
1. Establish context - the scope, boundaries and criteria

2. Risk Assessment - identify, analyse and evaluate risks

3. Treat Risks - implement and assess controls to address risk

4. Monitoring and review - risk reviews and audit

5. Recording and Reporting – effective governance

6. Communicate and consult - with internal and external stakeholders

The JCU Risk Management Framework applies the AS ISO 31000:2018 principles, framework and process of
managing risks. As such the ERM Register in Riskware has been designed with this risk management process in
mind.
The creation of a risk demonstrated in this Quick Reference Guide will focus on the first 3 stages of the process,
as illustrated in Figure 2 below.

Create a New Risk
In the Enterprise Risk Register, to create a new risk click on the ‘New’ icon.
A Risk Assessment Form will appear.
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Figure 2: Risk Assessment Form

All parts denoted with a

are required fields.

Refer to:
Appendix 1 – Login to Riskware
Appendix 2 – Layout and Navigation
Appendix 3 - Navigation Tools and Commands
For more information on Risk Management processes, policies and procedures,
please refer to the JCU Risk Management Policy and Risk Management
Framework and Plan

1. Establish the Context

The context of the risk should be established from the understanding of the external and internal environment
in which JCU operates and what impact such a risk may have on preventing us from meeting our strategic and
business objectives.
Step 1

Establish the Context

In Step 1 of the Risk Assessment form, assign a Risk Owner and select the primary affected Business Unit and
Business Function. Once the Business Unit has been selected, select a primary affected Risk Category.
Enter Date

When selecting a date, any current date
or a date in the past can be selected from
the dropdown.
Risk Owner

Your name will appear (as default).
You can also assign another Risk Owner.
Select the primary affected Business Unit
and then Select the affected Business
Function

Select the primary affected Risk
Category:

Step 2

Impacted Risk Consequence Categories

In Step 2 of the Risk Assessment form select one or more Impacted Risk Consequence Categories should
this risk occur. That is, select one or more categories that could be impacted if this risk were to materialise.
Select one or more impacted Risk
Consequence Categories.

Selecting a risk category will enable the
Current and Residual Risk Rating Matrix
to perform a Risk Evaluation (Steps 6 &
10)

2. Risk Assessment
a. Risk Identification
What are the risks that are inherent to the business objective and planned strategies?

Consider how this risk will affect the existing risk profile of the University. Be creative, but realistic in
developing risk scenarios.
Step 3

Risk Identification

In Step 3 in the Risk Description textbox, identify and describe the risk.
Consider:
• what can go wrong,
• when and where, and
• how and why.

b. Risk Analysis
Step 4

Risk Source/Casual Factor

In Step 4 of the Risk Assessment form in the Risk Source/Casual Factor textbox describe the reasons that
would cause this risk to occur.
Select the Risk Source Category.
Risk Source Categories have been
categorised as:
Internal and External risk sources.

From the dropdown select one of either:
• External Events
• Internal – People, Process, Systems
• Legal & Compliance
In the textbox, enter a description that
clearly articulates the perceived cause of the
risk by asking:
“What will/could cause the risk to occur?”
You can add multiple risk sources by
clicking on the ‘Add’ icon.
Move the significance of the risk source ‘Up’
or ‘Down’.
‘Cancel’ the risk source.

Refer to Appendix 3

c. Risk Evaluation
What existing controls are in place to manage this risk or similar risks at present? How effective are these
controls in managing this risk or similar risks? It is important to determine at this point, what risk controls are
currently employed to mitigate the risk and their effectiveness.
Step 5

Existing Controls

In Step 5 of the Risk Assessment form enter:
Existing Controls that are currently in place to manage the risk.
Control Type for this identified existing control.
Control Effectiveness rating that the risk owner can determine in consultation with relevant stakeholders.
Describe the Control and its effectiveness

Step 6

Current Risk Rating

In Step 6 of the Risk Assessment form the effectiveness of the current controls can be assessed. This will
determine the current risk rating of the risk.
Note: this can be done at a later date once more information has been gathered about the risk and
proposed mitigation actions.
Control Effectiveness
Control Effectiveness – Oversight
(Complete during Risk Review)
Select the person currently responsible for
managing this risk.

Is this a Key Control?
Select this tick box if this control is common
and can be referenced from the control library
in future.
Click on Matrix and determine the Current
Risk Rating based on the effectiveness of
the existing controls.
Risks are measured against two key criteria:

The likelihood of the event occurring.
The consequence or impact of an adverse
event.

See Appendix 4 to view the Risk Matrix.

Based on the likelihood and consequence click
Ensure Risk Consequence Categories have been selected
on the appropriate box and click OK.
(described in Step 2)

3. Risk Treatment
Is the risk within the risk tolerance level?

Based on the result in Step 6 of the Risk Assessment form, if the current risk rating is greater than the
organisations risk tolerance level then you should treat the risk to reduce the level of risk to an
acceptable level.
The objective here is not necessarily to eliminate risks but rather to reduce the risk to the point where it is as
low as reasonably practicable and acceptable by the organisation.
Step 7

Risk Treatment Option

In Step 7 of the Risk Assessment form, select your Treatment Option.
Part of the Risk Evaluation Process is
to consider what course of action to
take.
This decision can lead to:
• Accept the Risk, or
• Treat the Risk

Step 8

Risk Treatment Plan

In Step 8 of the Risk Assessment form, enter your Treatment Plan to mitigate and reduce the risk to an
acceptable level.
The purpose of the risk treatment is
to select and implement options for
addressing risk.

Consider:
• Formulating risk treatment
options most suitable
• Planning and implementation
of treatment
• Assessing the effectiveness of
that treatment
• Deciding whether the
remaining risk is acceptable
• If not, taking further
treatment

Step 9

Person Responsible, Due Date and the Percentage Complete

In Step 9 of the Risk Assessment form, enter the Person Responsible, Due Date and the Percentage
Complete to ensure your Treatment Plan specified in Step 8 is implemented and a Task Owner is assigned.

Step 10

Residual Risk Rating

In Step 10 of the Risk Assessment form, click the Matrix button and determine the Residual Level of Risk
based on if the Treatment Plan(s) you have entered in the above steps were to be implemented. Risks
are measured against two key criteria:
The likelihood of the event
occurring.
The consequence or impact of an
adverse event.

Based on the likelihood and
consequence click on the appropriate
box and click OK.

See Appendix 4 for an example Risk Matrix.

Ensure Risk Consequence Categories have been selected (described
in Step 2)
Once you have entered the details in the Risk Assessment Form click the Save or Submit
button located on the toolbar.
Note: It is only once you click on ‘Submit’ that a risk will become active on the risk
register.

4. Recording and Reporting
A number of risk management reports, graphs and charts are available for you to print and communicate risk to
relevant stakeholders. Click on ‘Analysis’ to access.

5. Monitoring and Review
Ongoing monitoring and reviews are essential to ensure that risk management plans remain relevant. Factors
that may affect the likelihood and consequence of an outcome may change over time, as may the factors that
affect the suitability or cost of the treatment options. It is therefore necessary to regularly repeat the risk
management cycle. Periodic reviews are essential to ensure the controls you have in place to mitigate the risk
are effective and the risk tolerance level is not exceeded. Refer to the ‘Review a Risk’ Quick Reference Guide.

6. Communication and Consultation

Ensure the University is properly informed of current and emerging risks. Communicate with a wider audience
to mitigating risks through the assignment of treatment plans. Also bring the risk management discussion into
meetings. Regularly provide risk management reports to relevant stakeholders on how the risks are being
managed.

Appendices
Appendix 1 - Login to RiskWare
The link to RiskWare is available on the JCU website. To access via the JCU website, you will need to do the
following:

Open your Internet Browser to the JCU Homepage and click on ‘Staff’. Scroll down and select Riskware. Click
on ‘Log into Riskware’.
Enterprise Risk Management Users will be required to provide their username
and password to Log In. This is now automated using the Multi-Factor
Authentication and Single Sign-On.

Once successfully logged in to Riskware, on the Home Page, Click on ‘Enterprise Risk Register’.

Exit RiskWare

To exit always use the LOGOUT option which is located at the top right-hand side of the navigation screen.

Appendix 2 - RiskWare Layout and Navigation
Home Page

Menu Explanations

Enterprise Risk Management (ERM) Register

Global Menu
Home

My Tasks
Analysis
Feedback
Logout

Help

Notification Centre

My Tools

Enterprise Risk
Register
Other registers
Analyse Data
System Maintenance

Return to the RiskWare Home Page where you can see all of your options in the
Panel.
View Incidents and Hazards that require further action.
View statistical information and run reports

Used to provide feedback to the RiskWare developer. Please do not use –
contact JCU WHS Unit on safety@jcu.edu.au for any RiskWare related issues or
to provide feedback.
Use to log out of RiskWare

Informs the User know which risks require action. E.g., draft, review, tasks, or
any overdue risks.
View and manage Enterprise Risk Assessments

Used to view and manage Incidents, WHS and Field Trips
Used for accessing statistical information and reports

Configuration settings and system maintenance. Only accessible to System
Administrators

Appendix 3 - Navigation Tools and Commands

Navigation
Toolbar

Create a new Risk Assessment
Form
Exit the Risk Assessment Form
Indicates a required field and
must be completed
Access to user guides (in
development)

Used to save as a draft in
Risk Assessment

Once all steps are
completed the risk owner
can Submit the form which
will workflow to the
approver

Attach a file or image

Email:
riskmanagement@jcu.edu.au
for assistance

Used to perform a search

Indicates a drop down list is
available

Used to save as a draft in
Risk Assessment

Advises what mandatory field
requires information

Click a question to display
an answer to the FAQ

Add a new textbox. This can be
a Risk Source, Existing Control,
or Risk Treatment Plan

Move the textbox up.

Move the textbox down

Delete the textbox

Check spelling

Add a general note or a
note for a reviewer

General (in Risk Assessment Form)

Commands

View Risk Assessment

Print Risk (or download as
a file)

Review Risk Assessment

View Risk Review History

Audit Trail

Bow Tie Analysis

Clone Risk (using similar
characteristics of the risk)

Appendix 4 – Risk Matrix
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